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Insight headline Big Data as a way of assessment
Theme Big Data
Domain Assessment
Proposed by Lenka Knapova
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50-word summary of insight (non-technical)

Risk factors, personal characteristics, mental states, and trends for individuals and populations can
be inferred from online behaviour (e.g., language expressed on social networks). This approach can
help identify individuals and groups of interest (e.g., in need of intervention) and is more cost-
efficient and faster than administering surveys.

Headline findings & critical numbers (simplify if overly technical

Language and emotions expressed on Twitter can predict US county levels of atherosclerotic heart
disease mortality more accurately than a model of 10 demographic, socioeconomic, and health
risk factors (correlation with mortality rates r=.42 for Twitter, r=.36 for the 10 common factors)3.
Individual vulnerability and population levels of depression can be predicted based on behaviour
recorded through Twitter (accuracy for individuals 70%; correlation with population data r=.51)"
Twitter posts indicative of suicide risk factors can predict suicide rates on the US state level (r=.53)>.

Cautions & limitations

Most research is based on Twitter users as the data is publically available. However, Twitter users
constitute only a portion of the total population (approx. 20%). Combination of more data sources
(e.g., other social networks, purchase history, smartphone data) would be beneficial to provide
even more accurate predictions. The issue of privacy needs to be addressed to obtain more data.
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50-word summary of insight (non-technical)

Personal information (e.g., sexual orientation, political views, and personality traits) can be
predicted from even basic digital footprints. While this information might be used to offer more
personalised products and services, it raises questions with regards to privacy and possible
discrimination based on this information.

Headline findings & critical numbers (simplify if overly technical)

Sexual orientation can be predicted from Facebook likes (accuracy for males 88%, females 75%)*.
Political views (democratic/republican) can be predicted from Facebook likes with 85% accuracy™.
The personality trait openness to experience can be predicted from Facebook content (r=.46 with
self-reports)3.

Levels of neuroticism can be predicted based on cell phone logs and gender with 63% accuracy?.

Cavtions & limitations . ...

The accuracy of predictions should be kept in mind. As of now, even the predictions of variables
with only two outcome values (e.g., male or female, democrat or republican) are still inaccurate in
10 to 30% of cases. Thus, crucial decisions on the level of an individual should not be based solely
on a specific digital footprint (i.e., Facebook likes). Combination of more data sources such as other
social networks, browsing data, purchase history, and smartphone data could provide more
accurate predictions. Specific predictors of personal information might lose or change their
predictive value over time (for example liking Pokémon used to indicate introversion, but this
changed with the introduction of Pokémon Go that is popular across the whole introvert-extravert
spectrum).
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Insight headline Privacy issues in Big Data
Theme Big Data
Domain Privacy
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50-word summary of insight (non-technical)

Privacy has a measurable impact on behaviour and well-being. Attitudes toward sharing sensitive
information are vulnerable to manipulation. As it is possible to infer information beyond what
people may intend to share, the ubiquitous observation implied by Big Data is likely to have real-
world psychological effects on a large scale.

Headline findings & critical numbers (simplify if overly technical)

People are willing to spend or forfeit some money for privacy, but they are more likely to do so if
they already have privacy®.

When buying embarrassing objects online and having been made clear of different retailers’
privacy policies, people were willing to pay a 5% premium to protect their privacy.

People can be influenced to divulge information: Participants in an experiment were twice as likely
to answer intrusive questions online depending on website design®.

The length and ambiguous wording of privacy policies lead to poor understanding of the
protections they grant. More than half (54%) of the privacy policies in a sample were written in
language incomprehensible to more than half of users surveyed (56.6%)".

Increasing perceived control over sensitive information can increase willingness to disclose that
Information®.

Individuals have different concepts of what information they consider private and, as such, what
information they wouldn’t want to share or have inferred about them?.

Privacy needs and attitudes toward disclosure vary between not only individuals but also cultures,
meaning studies may not generalize to all settings. Several paradoxes concerning privacy and
disclosure are known, for instance people who express high concern for privacy are likelier to
divulge information. There are competing explanations for why and under what conditions
paradoxes such as this appear. Additionally, the rate of technological advances makes it difficult
to determine the amount of additional data that can be inferred from what is already available.

Policy Assessment
Index




Insight headline Empowerment can improve impact of Big Data on individuals
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50-word summary of insight (non-technical)

People can feel empowered by collecting and sharing their data and by getting understandable,
personalised feedback and advice on which actions to take based on the data. This can lead to a
bigger impact of the personal Big Data on individuals’ behaviour and well-being.

Headline findings & critical numbers (simplify if overly technical
Self-monitoring to complement standard antidepressant treatment may increase patients’
feelings of empowerment. A substantial number of participants receiving self-monitoring with or
without feedback showed an increase in empowerment (19% and 29% respectively) and only a
small number showed a decrease in empowerment (4% and 0%). In the control group 17%
increased, but 21% decreased in empowerment3.

Achievement feedback from mobile devices can increase self-efficacy in individuals striving
towards a goal*.

Health information provided should be clear and comprehensible for individuals, even those low in
health literacy, for them to benefit from it and to be able to make more informed health choices™.
Mobile devices can leverage contextual information to provide personalised behaviour change
support at convenient moments. Tailored persuasive SMS messages were more effective in
reducing snack consumption than random choice of persuasive messages?.

Cauvutions & limitations

Many existing health-related mobile applications are commercial in nature and not evidence-
based. It is not clear whether these applications have a genuine, positive influence on behaviour
and well-being. Apps and devices are often used without professional guidance or oversight*. Such
involvement might be necessary* for reasons of safety, efficacy, privacy, and improved impact.
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50-word summary of insight (non-technical)

Analysing social media networks with Big Data enables us to understand how and under which
circumstances people influence each other online. This can be used to design interventions to alter
behaviour across many domains, such as voting in elections or consumer behaviour.

Headline findings & critical numbers (simplify if overly technical)

Informing Facebook users of who among their close friends had voted in an ongoing election made
users more likely to participate in the election themselves, generating 280.000 additional votes
from the 6.3 million people whose voting information was available™.

Itis possible to influence social media users to start using a product (movie/actor rating application)
by showing them that their friends use the product. This method resulted in a 13% increase in
product adoption. Further, it is possible to estimate how influential individual users are in making
others adopt the application and how susceptible each is to being influenced by others. Thus, good
intervention targets, i.e. users that are both susceptible and influential, and have susceptible peers,
can be identified®.

The emotions people express on social media have an influence on other users’ emotions. Exposing
users to fewer negative status posts from their peers influences their posting habits and they start
posting more emotionally positive updates. Exposing users to fewer positive status posts from
their peers has the opposite effect>.

No single social media platform covers all individuals or populations. Therefore, any intervention
using one specific social medium will mainly reach only a specific population or a targeted group.
Current effect sizes are small. The interventions do not influence any single individual very much,
but can reach a large amount of people, making the intervention powerful nonetheless. Effects so
far cover only a limited number of behaviours and lack assessment of long-term impact.
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50-word summary of insight (non-technical)

Sensor networks deployed in “smart cities,” integrating data from social networks and
smartphones, give administrators a rich, real-time view on mobility and communication in the
urban landscape, which informs planning decisions, facilitates intelligent transportation routing,
and drives persuasive sustainability programs that change the way people think about travelling.
Headline findings & critical numbers (simplify if overly technical

A location-aware travel feedback application tested on commuters in San Francisco reduced
average weekly driving distances by one third, which was found to correspond with an attitudinal
shift driven by peerinfluences and increased awareness. Commuters described as frequent drivers
were observed to walk 5 kilometres more in the third week of the program than in the first week®.
The SUNSET Project, tested on commuters in three western European cities, demonstrated that
individuals could be induced to alter their travel schedules (i.e. to avoid rush hour) and to change
their mode of transport (e.g. car to bicycle) by a location-aware travel incentives application that
integrated user data and data from fixed sensor networks in the city. In Enschede (Netherlands)
and Gothenburg (Sweden), approximately 15% of participating drivers shifted their departure
times to reduce congestion, for which each received 100 points with no exchange value®.

Cavfions & limitations ... ...

The programs described above were short-lived, small-scale proofs of concept that require further
validation*?. The feasibility and expense of integrating real-time sensor data from infrastructure
(e.g. traffic lights) may vary considerably depending on installed technology and regulatory
considerations. Integrating these data sources is important because data provided by volunteering
smartphone users may not provide sufficient evidence for interventions targeting the transport
network.
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50-word summary of insight (non-technical)

Social media analytics are being used to monitor trends in drug use and the emergence of new
psychoactive substances in near-real time. This supports clinicians, administrators, and law
enforcement in gauging attitudes, assessing readiness, and responding actively to potential
threats much earlier than is possible with traditional monitoring methods.

Headline findings & critical numbers (simplify if overly technical)

Automated monitoring of drug users’ public interactions on social media, broad web search data,
and other sources are being used to detect trends in drug use*>.

In two years, the EU-funded Psychonaut Web Mapping project provided early warning of 414
new substances, including the now-banned mephedrone, which were discussed in online niches
years before they became bona fide threats to public health?.

New psychoactive substances designed to skirt drug laws are introduced to market continually
with reports of new variants in Europe rising from fewer than 20 annually 2005-2008 to 101 in 2014.
These substances are sold openly online. As most of them are unstudied, knowledge of which ones
are gaining popularity isimportant to risk assessment and response preparation?3.

 Cavtions & limitations . ...

As this technology is based on data generated by internet users, it lacks the ability to pick up on
trends not being reported online, such as those that might be present in communities with low
internet access. People in these communities are among those most vulnerable to the health
impacts of drug use. Self-reported drug use descriptions online must be approached with caution
as they cannot be verified, especially if the substances in question are misidentified (e.g., fentanyl
sold as heroin).
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